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UBND TINH DONG NAI CONG HOA XA HOQI CHU NGHIA VIET NAM
SO Y TE Poc lap - Tw do - Hanh phiic

86: by /SYT-VP Déng Nai, ngay J( thdng 6 ndm 2020

V/v trién khai Théng béo sb
19/TB-BCA-A05 ngay 12/5/2020
cia B§ Coéng an

Kinh giri: Gidm ddc, Thi trrdng céc don vi true thude.

Thyc hién Cong van 56 5859/UBND-KGVX ngay 25/5/2020 cia UBND
tinh vé viéc thyc hién Thong bao s6 19/TB-BCA-A05 ngay 12/5/2020 cta Bo
Cong an vé chién dich tAn céng ciia cic nhém tdi pham mang nhim vao cac
trang, cong thong tin dién tir ctia co quan nha nuée (Dinh kém Théng bdo).

Gidm dbc S Y té d& nghi Gidm dbc, Thi trrdng cac don v trire thudc chi
dao cac tb chirc, c4 nhan phy trich vé cong nghe thong tin cia don vi nghiém tic

trién khai thyc hién noi dung Théng béo s0 19/TB-BCA-A05 ngay 12/5/2020
cua By Cong an.

Dé nghj Gism dbc, Thi trudng cac don vi truc thude trién khai thuc hién./.g

Noi nhin:
- Nhur trén;
- Luu: VT, VP.
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BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - T do - Hanh phic

S8: 19/TB-BCA-A05 Ha Ngi, ngay 12 thang 5 ném 2020

| UBND TINH Dc‘iNG NAI
V& chién dich tan cong ciia céc nhém le phttﬂ Eufﬁ"fﬂf - ~

cac trang, cong thong tin dién tir cua co “i;?n nhé me -

Thai gian gén ddy, qua cong téc ném tmh hinh trén khong gian mang, B
Cong an phat hién chién dich tin cong ctia cac nhém t6i pham mang nhim vio
c4c trang, cong thong tin dién tr (TTDT) thude quén 1y clia co quan nha nude voi
phuong thire, thi doan nhy sau:

1. Hoat ddng tan cong, xAm nhap, kiém sodt h¢ théng mang

1.1. Thu thap toan bd théng tin, dif liéu ¢éng khai trén mang Internet véhé
thong trang, cdng TTDT chia co quan nha nirdc. Dic biét 14 cac hé thong trang,
cdng TTHT sit ‘dung cic gidi phap céng nghé cua Microsoft nhur céng nghé
“ASP.NET, SharePoint. ”

1.2, Tién hanh ra quét, khai thac 16 héng bao mét tn tai trén céc trang, cong
TTDT, dic biét 14 céc 15 héng cho phép tin tic kich hoat thyc thi m ddc tir xa dé
kiém soat hé théng may chit web, nhu; CVE-2017-11317 va CVE-2019-18935
tdn tai trén thir vién “Telerik UI” etia cAc website sit dung ngdn ngir lap trinh
ASP.NET. Qua kiém tra r4 soét, co quan chitc ning ctia BY Céng an phat hién
704 trang, cdng TTDT clia co quan nha nudc ¢6 st dung thu vién “Telerik UI”,
trong d6 ¢6 28 trang, cing TTDT tén tai 16 héng bio mét cé thé bi tin tic tn cong,
khai théc tir xa.

1.3. Khi d kidm soét thanh céng may chi web, c4c nhom tin tic tiép tue
st dung c4c cong cu tAn codng chuyén dung, ra quét toan bd hé théng mang, khai
théc 15 héng bao mit MS17-010 trén hé didu hinh Windows dé thn cong lay lan,
chiém quy#n kiém soét céc mdy tinh trong hé théng mang, loi dung céc diém yéu
trong thiét ké va cAu hinh hé théng dé tin cong leo thang dic quyén, xdm nhép
vio hé théng mang ndi b, tir d6 ¢6 thé kidm so4t toin bd hé thong théng tin ciia
céc co quan nhd nudec, chiém doat théng tin, tai 1iéu néi by, tii ligu chira BMNN.



2. Hoat d9ng tan cdng, chén ndi dung quing cdo game bai ddi thudmg

Loi dung 18 héng bio mat ciia thr vién “Telerik UI” va viéc khéng kiém

duyét chit ché ndi dung ding tai, mét sb nhém t§i pham mang d4 tin cong, xAm

| nhap véo edc trang, céng TTDT ctia co quan nha nude dé chén, ding tai tréi phép

- dudng dén, hinh anh quang céo cho game bai nhim gia ting tinh tin cdy trén két

- qua tim kiém bing c6ng cu Google search, thu hut ngudi choi tham gia; énh hudng

- nghiém trong dén uy tin cda co quan nha nudc va trit ty an toan x& h6i. Qua ra

soat, B Cong an phét hién 14 trang, céng TTDT clia co quan nha nude ton tai
duong dan, hinh anh quang cdo cho game bai V8 Club.

Tir tinh hinh trén, d& bao dam an ninh mang, B Cong an dd chi dao don vj
chirc ning phéi hop véi cac don vi chit quan tra,fxg, cbng TTOT ton tai 15 héng bao
mat didu fra, x4c minh, xit 1y theo quy dinh ctia phép luét; ddng thoi d& nghi cac bd,
ban, nganh, dia phuong chii dong thuc hién céc bién phép sau:

- T4 chirc kidm tra, ra soét, khic phuc 15 héng, bao mat trén céc trang, cbng
TTDT, dic biét 1 16 hdng tdn tai trén thir vién “Telerik UI”; g& bd céc dudmg dan,
hinh anh quang cdo game bai (néu cb);

- Téang cudng gidm sét an ninh mang, kip thoi phét hi¢n hoat dong thn cong
mang, phdi hgp véi don vi chirc ning cia B¢ Céng an trong diéu tra, xéc minh, xr

Iy dbi twong thue hién tén edng mang,
B¢ Cong an xin thong bao./. [é——

Noi nhgn: TUQ. BQ TRUONG

- D/c BO trubng TO L&m | (42 pao cdo). TRU'O’NG CUC AN NINH MANG

 Chc ding chi Thit tnrimg | (¢ P20 <40% e ST U

- Vidn phong TW DPang : )

- Viin phong Tdng Bi thu

- Viin phong Chu tich nude
— =« Vignrphong Qube hdi o oy e

- Vin phong Chinhi pht

- Céc.bd, co quan ngang b, /(@& phéi hop);

o quan thude Chinh pha ’

- Tinh iy, Thanh ay, UBND

céc tinh, TP tryc thugc TW

- Tda 4n nhén dén t6i cao :

- Vl(‘,n kiém sat nhén dén tdi cao |

- Kiém todn nha mroc

= Céc.tap dodn, tong cong ty: EVN PVN, VNA,

VATM, ACV (dé phon hop);

--Cong an cac don vj tryc thuéc B%

- Céng an c4c tinh, thanh. pho truc thude TW

- Luu: VT, A05(P8).

(d8 thyc hién);



DANH SACH CAC TRANG, CONG TTPT TON TAI LO HONG “TELERIK UI”
(Kém theo Thong bdo 56 19/TB-BCA-A05 ngay 12/05/2020)

STT

Tén mién ' Tén trang, cing TTDT

|xquang dost-dongnaigovon  [HéThong QuénLy An Toin Birc Xg V4 Hat Nhén_
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